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1. Introduction
Not a day goes by without cybercrime being in the news. Sensitive
information being stolen, hackers blackmailing a company or a
phishing e-mail that leads to a company-critical system being down:
this has now become the reality.

Furthermore, the new European General Data Protection Regulation
is certainly not top of the agenda for the companies who took part in
this survey, even though not implementing the new legislation may
lead to huge fines amounting to 20 million euros, or 4% of their total
annual turnover.

How are Belgian companies protecting themselves against the
rapidly increasing cyber risks? And how are they preparing for the
introduction of the General Data Protection Regulation, the new EU
Regulation for the protection of personal data? These were the most
important questions that we asked our participants in the Cyber
Survey 2017.

As raising awareness of the dangers of cybercrime is part of our job,
we cannot express enough how essential it is to take action fast. Only
by taking the correct preventative measures can a difference be made
in the fight against the increasingly professional manner in which
cyber criminals work.

In the following pages, we present to you the results of our study, in
which a total of more than 100 companies took part. The results are
remarkable, but not surprising for us as cyber experts.

Yet this is only the beginning, because even with the best
preventative measures you can never be fully covered against the
rising risks of cybercrime. A good insurance solution is therefore the
final piece of a good cyber insurance policy.

The common thread running through this survey is that Belgian
companies underestimate the dangers of cybercrime – despite the
fact that 11% of them have fallen victim to it during the past year
alone. Updating security software, such as anti-virus software, is not a
daily occurrence for more than a third of the participants. By working
this way, they are leaving the door wide open for hackers who are able
to launch an attack easily even using older techniques.
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2. Survey results

The study focuses on two main areas:
1. How are Belgian companies protecting themselves against
cybercrime?
2.	
How are Belgian companies preparing for the introduction of
the new European General Data Protection Regulation (GDPR),
which enters into force on 25 May 2018?

Q7

How often are security products such as anti-virus software updated?

65,45%

Daily

23,64%

Monthly

10,91%

Yearly
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Continuously updating security products such as anti-virus software
is crucial for companies to protect themselves against the everchanging attacks. It is therefore surprising that only 65.45% of those
who took part indicated that they do so daily. This means that there is
almost a third who do so monthly (23.64%) or yearly (10.91%), which
is nowhere near enough according to cyber experts.
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Not updating security software on a daily basis is a crucial security
flaw which lies at the heart of many of the cyber disasters. Viruses
such as ransomware or malware, which are used by cyber criminals
day in, day out to carry out large-scale attacks, are modified daily
to circumnavigate anti-virus software. The new ‘types’ of viruses can
easily slip past firewalls and other security applications that are not
kept up to date each and every day.
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Extra vraag

Have you been affected by a form of cybercrime in the past year?

10,9%

Yes

89,1%
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As part of our Cyber Survey 2017, we asked participants whether they
had fallen victim to cybercrime in the past year. 11% replied that they
had. This means that one in ten of the companies asked had suffered
financial damage as a consequence of cybercrime, which in turn
makes cybercrime the most likely corporate risk today.
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Of the companies affected, the large majority indicated that they fell
victim to ransomware. During ransomware attacks, access to certain
company files or systems is denied, and the hacker asks for a ransom
in exchange for ‘unlocking’ the affected areas. One of our participants
had their whole company system hacked, while another reported their
company website was attacked.
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Q8

Do you have back-up and recovery procedures for critical systems, data and information?

91,96%

Yes

No
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More than 8% of participants admitted to not having back-up and
recovery procedures for critical systems, data and information.
Although this is a small minority, the result is still alarming as this
means that some Belgian companies may lose information forever
after a cyber attack, such as customer details, accounting data,
information essential for running company-critical processes, and
more.
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The impact on the company in question is hard to overstate.
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Q6

How much of your data is in the cloud?

63,39%

Less than 10%

16,96%

10% - 50%

19,64%

Over 50%
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Almost a fifth of the companies asked store more than half of their
data in the cloud, while another 17% keep between 10% and 50%
of their data in the cloud. In itself, this poses no great security risk,
but does call for another type of risk analysis. The online nature of
the cloud means that additional risks need to be covered. Even if
hackers target a data centre and compromise sensitive information,
the company always remains liable towards their clients.
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That’s why you should always be well-informed when choosing your
service provider, read your contracts carefully and avoid falling into
a false sense of security.
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Q9

How are you raising awareness among your employees of cyber risks?
We have a cyber risk policy
and raise awareness among
our staﬀ.

17,86%

We have developed a cyber risk policy.

23,21%

58,93%

We don’t do this.
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Cyber criminals attack companies via their IT networks, but various
studies show that people are still the weakest link. With a phishing
attack, it is often an employee who opens a malicious e-mail and
exposes their employer’s IT infrastructure to viruses. With data
breaches, too, it is more often than not an employee who – albeit
unintentionally – pays little attention to the file in question and
makes large quantities of sensitive information available in the public
domain.
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It is all the more surprising, then, that almost 59% of the companies
in our study admitted that they are not currently raising awareness
among their staff of cyber risks. Alongside the failure to update
security software on a daily basis, this represents the most serious
security risk for the companies affected.
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Q10

Which type of data does your company hold?
No
data

2,68%

58,93%

Company data and details about employees

Company data, details about employees
and sensitive personal data
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Of the companies asked, almost 39% said they hold sensitive personal
data and almost all companies replied that they hold details about
their employees. From 25 May 2018, companies that collect personal
data (so almost all companies, then) must comply with a new set of
rules as set out in the General Data Protection Regulation (GDPR).
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Q11

Are you informed of the General Data Protection Regulation (GDPR)?

23,64%

Yes, I’m implementing it.

40,00%

Yes, I’ve heard of it.

36,36%

No, I’ve never heard of it.
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While a large number of companies hold sensitive personal data,
few of them are already busy implementing the new European
privacy legislation. Only 23.64% indicated that they are taking
steps to bring their company in line with the GDPR legislation. This
means that more than 75% of participants are not doing so, despite
the fact that the legislation will apply to all Belgian companies
within a year.
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That 36.36% of the companies asked say they have never heard of
the GDPR is, in this respect, surprising to say the least.
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Q13

Do you have someone in charge of security and privacy?

50,89%

Yes

49,11%

No
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The GDPR obliges a large number of companies (including
government institutions or organisations that process criminal
data) to employ a Data Protection Officer, who must ensure that the
company in question stores and processes the data in accordance
with the rules set out in the GDPR.
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against cybercrime, prevent data breaches and – if certain information
does end up in the public domain – immediately inform the privacy
commission of any such breaches.
It is remarkable that among those asked, around half indicated
that they do not have someone in charge of security and privacy.
This again represents a serious security risk for the organisations in
question.

To truly comply with the new legislation, however, each company
should employ someone who is responsible for security and another
who is responsible for privacy. These employees should always ensure
that the company takes the necessary measures to protect themselves
Cyber Survey 2017
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3. Conclusion: is the GDPR a tool to accelerate cyber
security?
Are Belgian firms sufficiently protected against cybercrime? And
are they prepared for the new European General Data Protection
Regulation? Based on the results of this survey, we must give balanced
answers.

privacy within a company – even if the company in question does not
legally have to do so. And executives and employees alike all share the
burden of responsibility in this regard.
As already mentioned earlier in the introduction, even the best
preventative measures are not enough for a company to be fully
covered against cybercrime. Companies that update their anti-virus
software every day have also fallen victim to online criminals in recent
years. A good insurance policy is the only real watertight guarantee
against financial loss as the result of a cyber attack.

It is clear that some of the participants already realise the
consequences insufficient protection against cyber risks can have.
They update their anti-virus software every day (65%), make their
staff aware of new cyber dangers (17.86%) and actively implement
processes as part of the European GDPR legislation (23.64%).
Others, however, strongly underestimate the dangers. 11% of the
companies admitted to having fallen victim to cybercrime in the past
year, which proves that the risk is imminent. The fact that 58.93% of
the companies questioned are not making their staff members aware
of the increasing cyber threats, and that 36.36% have never even
heard of the GDPR legislation, in this respect, makes you wonder at
least.

What’s more, within the framework of the GDPR, such a cyber
insurance policy can also bring salvation. The new European GDPR
legislation sets out huge fines for companies who fail to meet its
requirements. Given it refers to administrative fines, and not criminal
fines, these can be insured through a cyber policy, which is certainly
good news for companies who want to make sure they are fully
covered against these new risks. Yet this should not stop them from
taking the crucial and necessary steps themselves to keep each and
every risk to a minimum.

As cyber experts, we hope that the new European General Data
Protection Regulation can act as an accelerator for increasing Belgian
companies’ awareness of cyber risks and data breaches. Gone are
the days that companies can think themselves untouchable by
cyber criminals, as the number of cases involving ransomware,
data breaches and hackings is simply too high. It is therefore more
important than ever to have someone responsible for security and
Cyber Survey 2017
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4. About the survey
110 Belgian companies took part in Vanbreda Risk & Benefits’ study.
They received a short questionnaire in which they were asked about
the steps they are taking with regard to cyber security and bringing
their company into line with the European General Data Protection
Regulation.

The graphs below provide more information about the profiles of
our participants.

Q1 which domain are you active?
In

Q2
What
is your turnover?

48,21%

63,96%

Less than 25 million euros/year

25,89%
25 - 100
million
euros/year

8,04%
17,86%
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Production and manufacturing, wholesale, logistics, construction
Retail, transport, entertainment, education, property, professional services
Financial institutions, telemarketing, data processing, internet providers, telecom
Other domains
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5. About Vanbreda Risk & Benefits

Vanbreda Risk & Benefits is the largest independent insurance broker
and risk consultant in Belgium and the leading insurance partner
in the Benelux region. Vanbreda has been providing answers to
questions about risk from companies, public and social institutions,
and entrepreneurs since 1937.

insurance needs. Protection against cyber risks is just one such
example. With pioneering technologies and proprietary online tools
such as eServices, we are improving our efficiency and simplifying
communication for our clients.
Thanks to the European partnership EOS RISQ and the international
partnership Lockton Global, we offer the same high-quality service
worldwide.

At Vanbreda, more than 600 employees advise around 60,000 clients
with regard to insurance, risk management and employee benefits. A
thorough knowledge of our clients’ activities and risks and detailed
technical expertise and service provision are the cornerstones of our
success, which is shown by a client loyalty level of over 95%.

cybersecure@vanbreda.be
Tel.: +32 3 292 00 13

www.vanbreda.be

As market leaders, we have an unparalleled view of new trends in
the rapidly evolving world of insurance. Our experts react quickly by
developing innovative products which respond to your most recent
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